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exception has no application to e-mails.** However, others believe
that when claims involving this exception and e-mail appear before
the courts, the precedent under the context and consent approaches
will permit unrestricted interception of employee e-mails.”® The
context approach converts the federal legislation into the common
law tort of privacy, which, as previously shown, affords no
protection to employees.”’ The content approach to e-mail is
unsound because an e-mail’s business or personal nature can only
be discovered through looking at its contents. Using the content of
an employee’s e-mail to justify the employer’s intrusion is illogical
because the employer should have adequate justification before it
invades the employee’s privacy.

Once any of the aforementioned exceptions are successfully
asserted, the ECPA fails to place any, restrictions on the form and
extent of such exempted monitoring.”” It is unclear why Congress
elected to prov1de protections with one hand and then remove them
with the other.®* Nevertheless, the overall effect of the exceptions
is to completely offset the protections afforded under the ECPA.
Scholars have commented that, in light of the scope of the
exceptions, the ECPA is “ineffective in regulating the
employer/employee relationship.” % In 1986, Congress set out to

“update and clarify Federal pnvacy Protectlons in an effort to
remove the “legal uncertainty””’ existing at that time.
Disappointingly, somewhere in the ECPA’s conception, Congress
lost sight of its goals and enacted a body of law that affords limited
privacy protections and, ironically, has proven to be infused with
legal uncertainties. The only certainty connected to the ECPA is
that it fails across the board to protect the privacy rights an
individual, especially an employee, may have in his e-mails.

89. Mclintosh, supra note 13, at 553.

90. Gantt, supra note 13, at 369-70.

91. See discussion supra Part 11.B.2.

92. Epps v. St. Mary’s Hosp. of Athens, Inc., 802 F.2d 412, 417-18 (11th
Cir. 1986) (Kravitch, J., dissenting). See also Gantt, supra note 13, at 370.

93. Kesan, supra note 13, at 298-99.

94. Greenberg, supra note 54, at 235.

95. Kesan, supra note 13, at 299. See generally Greenberg, supra note 54,
at 234-35; Mclntosh, supra note 13, at 549-58; Schnaitman, supra note 18, at
187-91.

96. S. REP. NO. 99-541, at 1 (1986), reprinted in 1986 U.S.C.C.A.N. 3555,
at 3555.

97. S. REP. NO. 99-541, at 5 (1986), reprinted in 1986 U.S.C.C.A.N. 3555,
3559,
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3. Congressional Recognition of the Problem

Congress, despite its lack of action, has demonstrated that it is
aware of the problems and contradictions that permeate the ECPA.
In 1991, 1992, and again in 1993, the Privacy for Consumer and
Workers Act (“PCWA”) was introduced to Congress in the hopes
of addressing the issues created by electronic workplace
monitoring.”® The five major reforms proposed under the PCWA
were: (1) employers would be required to generally notify
prospective and current employees of how and when monitoring
may take place; % (2) employers would be required to give spemﬁc
prior notification to an employee who would be monitored;'” (3)
there would be a prohibition of random or penodlc monitoring for
employees employed for at least five years; (4) there would be
additional time limits set as to the length of momtonng, % and (5)
employers would be prohibited from taking action against an
employee based upon any personal data obtained in violation of the
PCWA.'?

Initially, this new legislation appeared to increase e-mail
privacy protections, but, again, Congress included exceptions that
bypassed such protections. If an employer had a reasonable
suspicion that an employee was engaging in conduct that was
criminal, constituted gross misconduct, was likely to cause
economic loss or injury,'™ or the employer had an “immediate
business need for specific data,”'” then the employer could
monitor without regard to the prohibitions.

Although the PCWA was approved by a subcommittee of the
House Committee on Education and Labor in 1994, the bill died
there. Despite the exceptions, the PCWA was at least a step in the
right direction toward better protecting the privacy rights of the
individual. Perhaps it best serves as a signal that lawmakers are
cognizant of the problem.

98. 103 CONG. REC. S$6122-23 (daily ed. May 19, 1993) (statement of Sen.
Simon).
99. S.RES. 984, 103d Cong. § 4(a) (1993).
100. Id. at § 4(b).
101. Id. at § 5(b)(3).
102. Id. at § 5(b)(2).
103. Id. at § 8(a).
104. Id. at § 5(c).
105. Id. at § 9(a).
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C. State Law

The remaining legal remedy open to employees is either state
constitutional law or statutory law. In addition to incorporating
language that parallels the Fourth Amendment, a number of state
constitutliO%ns additionally extend to their citizens a right to
privacy. However, those protections apply only against state
governmental entities; therefore, constitutional claims against
private employers will predominantly fail.

Califomia,/ under Hill v. National Collegiate Athletic
Association,'” is the only state to judicially extend its
constitutional right to privacy to the private sector. The California
Supreme Court found that the constitutional right to privacy
extended to nongovernmental entities but divided the right to
privacy into two categories: invasions “fundamental to personal
autonomy” and invasions of “less central” privacy concerns.
Usmg this distinction, the court then established a balancing test of

“competing or countervallmg privacy and non- pnvacy interests”’
that, consequently, works exactly like the expectation of privacy
requirement found in tort law. Applying the balancing test, the
court found that the National Collegiate Athletic Association did
not violate constitutional rights because the athletes’ privacy
interests were reduced by their voluntary participation in NCAA
athletics.''’ This countervailing interest analysis curtails
individual rights and diminishes the likelihood that an employee
would be able to recover under this constitutional scheme.
Additionally, this scenario will only play out in California, leaving
this type of constitutional privacy issue inapplicable in the other
forty-nine states.

Beyond constitutional protections, forty-eight states have
legislation that parallels the provisions of the federal ECPA.''! A

106. See ALASKA CONST. art. I, § 22; ARIZ. CONST. art. II, § 8; CAL. CONST.
art. I, § 1; FLA. CONST. art. I, § 12; HAW. CONST. art. I, § 6; ILL. CONST. art. I, §
6; LA. CONST. art. I, § S; MONT. CONST. art. I, § 10; S.C. CONST. art. I, § 10;
WASH. CONST. art. L, § 7.

107. 865 P.2d 633 (Cal. 1994) (involving a privacy challenge against the
NCAA’s drug testing program).

108. Id. at 653.

109. Id. at 655.

110. Id. at 657-59.

111. The only states that do not have such statutory protections are South
Carolina and Vermont. See Lawrence E. Rothstein, Privacy or Dignity?:
Electronic Monitoring in the Workplace, 19 N.Y.L. SCH. J. INT'L & Comp. L.
379, 404 (2000). In situations where a state has enacted legislation, the courts
consistently hold that the ECPA only preempts similar state laws if it is found
that the state laws are less protective of the rights of the individual. See also
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number of the states mirror the ECPA,1 including the consent,
business use, and provider exceptions.''” Twenty-two states
restrict the provider exception to common carriers of
communications and/or have no business use exception.'” In
thirteen states, prior consent must be obtained by all parties
connected to the communication.'" The difficulty in
administering these conflicting jurisdictional laws is compounded
by the statutory interpretations of the state courts. For example,
Illinois courts have ruled that the all-party consent rule in reality
means the consent of at least one party.''

In principal, relying on state statutes to protect employee e-
mail privacy is unwise. The protections, scope, and application
have no structure and, as one scholar noted, are “ill-suited for
regulating a technology which erases state and national
borders.”''® The nature of the Internet, e-mail, and the right to
privacy call for a cohesive solution best provided by federal
regulation.

United States v. McKinnon, 721 F.2d 19, 21 n.1 (Ist Cir. 1983); Roberts v.
Americable Int’l Inc., 883 F. Supp. 499, 502-03 (E.D. Cal. 1995).

112. Adams, supra note 35, at 41.

113. Rothstein, supra note 111, at 404. Those states are Alabama, Delaware,
District of Columbia, Georgia, Idaho, Indiana, Iowa, Kentucky, Louisiana,
Maine, Minnesota, Mississippi, Missouri, New Hampshire, New Jersey, New
Mexico, North Dakota, Ohio, Oklahoma, Pennsylvania, Rhode Island, South
Dakota, and Texas.

114. California, Connecticut, Delaware, Florida, Georgia, Illinois, Maryland,
Massachusetts, Michigan, New Hampshire, Pennsylvania, and Washington all
require both parties’ consent to the monitoring. See CAL. PENAL CODE §§
631(a), 632(a) (West 2006); CONN. GEN. STAT. § 52-570d (2005); DEL. CODE
ANN. tit. 11, § 2402(c)(4) (West 2001); FLA. STAT. 934.03(3)(d) (2001); GA.
CODE ANN. § 16-11-66(a) (2003); 720 ILL. COMP. ANN. STAT. § 5/14-2(a)(1)
(West 2002); MD. CODE ANN., CTS. & JUD. PROC. § 10-402(c)(3) (West 2002);
MASS. GEN. LAWS ANN. ch. 272 § 99(B)(4) (West 1992); MICH. COMP. LAWS
ANN. § 750.539c (West 2004); N.H. REV. STAT. ANN. § 570-A:2 (2001); 18 PA.
CONS. STAT. ANN. § 5704 (West 2000); WASH. REV. CODE ANN. §
9.73.030(1)(b) (West 2003).

115. See Illinois v. Herrington, 645 N.E.2d 957 (lil. 1994); People v.
Beardsley, 503 N.E.2d 346 (1ll. 1986). See ailso Rothstein, supra note 111, at
405.

116. Kesan, supra note 13, at 301.
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III. E-MAIL, THE WORKPLACE, AND “OUR” PRIVACY

If you’ve got a boss who is monitoring e-mail to see if people
are calling him a jerk—he probably is . . . 'V

The invention of the Internet drastically changed the face of
American society. The world is literally constantly at our
fingertips, so much so that this era is often called the Information
Age. A major part of this so-called “Age” is the use of e-mail as a
means of communication. E-mail may seem complicated, but
when stripped of its technical terminology, it is actually a simple
process. Basically, the contents of the e-mail are broken down into
small packets and forwarded from one computer or network to
another until all the packets reach their destination, where they are
re-combined to form the original message.118 Amazingly, all of
this takes fractions of a second. The technology behind e-mail has
made it infinitely faster and far more efficient than postal mail;
therefore, its popularity and use have exploded.

Naturally, corporate America has been quick to take advantage
of the benefits e-mail offers its day-to-day operations—one
“benefit” being the ability to electronically monitor its employees’
use of e-mail. The U.S. General Accounting Office reported that
in 1998, eighteen percent of employees were using e-mail at work
and by 2001, that number increased to forty-two percent, 1e
increase of twenty-four percentage points in just three years.

In response to increased e-mail use in the workplace,
employers have gone to great lengths to maintain a watchful eye
upon their employees. A 2005 American Management Association
survey found that seventy-six percent of employers are en gaging in
some form of electronic surveillance at the workplace.'?” Thirty-
six percent of employers track the content and keystrokes on their
employees’ computers and_fifty-five percent retain and review
employee e-mail messages.12 ' It was also reported that twenty-six
percent of companies had terminated someone’s employment

117. See Schnaitman, supra note 18, at 178 (citing Abdon M. Pallasch,
Company Policies to Monitor E-mail Licking the Edge of the Electronic
Envelope, CHI. LAW., Aug. 1995, at 4).

118. See United States v. Councilman, 418 F.3d 67, 69 (1st Cir. 2005).

119. United States General Accounting Office, Employee Privacy:
Computer-Use Monitoring Practices and Policies of Selected Companies 4,
GAO-02-717 (2002).

120. 2005 AMA Survey: 2005 Electronic Monitoring & Surveillance Survey
1, http://www.amanet.org/research/pdf htm (last visited Oct. 7, 2006).

121. Id
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based upon e-mail use.'”> Other reports place the percentage of
employers monitoring e-mail at seventy percent and expect
electronic monitoring software sales to climb from $139 million in
2001 to $662 million in 2006.'> It appears that the situation will
worsen with time, and, if left in its current state, the law will only
become more inept.

The privacy concerns set off by employer monitoring are
intensified by statistical indications that e-mail is becoming a
dominant form of personal communication. In 2004, the U.S.
Department of Commerce reported that fifty-four percent of U.S.
households ]gossessed Internet connections, a twelve point increase
from 2001."* The report also found that one-third of the United
States has access to the Internet on a daily basis."*> Furthermore,
the most prevalent online activity is by far personal
communications, with eighty-seven percent of Internet users
sending and receiving e-mail.'’”® These numbers reflect that
American society has adopted e-mail as a means of transmitting
personal communications, many of which likely contain the very
thoughts, sentiments, and emotions ideally protected by Warren
and Brandeis’s right to privacy.

The statistics demonstrate that employer monitoring has
become a part of the corporate atmosphere. Statistics also show
that e-mail is gradually developing into a mainstream medium for
personal communications. Just as it did in 1890, it seems that the
turn of this century has once again thrown ‘“recent inventions,”
“business methods,” and privacy into direct conflict.

In the workplace, this recurring conflict is framed by two
competing interests: the right of the em}i)loyer to control its
business and the employee’s right to privacy.

Employers assert that it is necessary in the furtherance of their
business that they reserve broad discretion to monitor their
employees’ workplace communications. The need to protect
themselves from employee theft, security breaches, computer
viruses, and losses in product1v1ty demand that the}l maintain a
watchful eye on their employees” Internet conduct.'”® Far more

122. Id.

123. ichael L. Rustad & Sandra R. Paulsson, Monitoring Employee E-mail
and Internet Usage: Avoiding the Omniscient Electronic Sweatshop: Insights
Jfrom Europe, 7 U.PA.J. LAB. & EMP. L. 829, 829 (2005).

124. United States Department of Commerce, A Nation Online: Entering the
Broadband Age 5 (2004).

125. Id at7.

126. Id. at9.

127. Kesan, supra note 13, at 317.

128. Id. at311.
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terrifying to management is the possibility of incurring legal
liability for the content of e-mails sent or received by thelr
employees, for example, racial, obscene, or sexist material.'
Employers embrace these concerns by asserting one general
theory: their interests should be favored because their networks,
offices, and equlpment are used to facilitate the
communications.'*

It is evident from the current state of the law that legislators
and government entities agree that the employer’s interests
outweigh the employee’s right to privacy. Lawmakers rationalize
this devaluation of privacy rights based on the U.S.’s concept that
the right to privac¥ is not an absolute right but rather an aspect of
personal property. Gail Lasprogata, an assistant professor at
Seattle University, contends that the overall result of this
conceptual framework has turned “privacy [into] a commodity .
[that] may be bargained away in exchange for employment.
Under this scheme, the right to privacy is converted into a
contractual term or bargaining chip. Unfortunately, it is a
bargaining chip that, no matter when played, the employee loses.
If the employee wishes to maintain his right to privacy, he forfeits
employment; or, if he accepts employment, he forfeits his right to
privacy. Ordinarily, a person understands the effects of not having
a paycheck but might not comprehend the consequences of giving
up aspects of his privacy. In effect, privacy loses any real
resemblance of a “right” and becomes a perk that might
accompany employment.

Therefore, the first step in changing the law must be to change
the manner in which privacy is viewed and understood. Primarily,
the goal should be to completely erase the current property-based
concept of privacy. Warren and Brandeis initially focused upon
the individual when they defined the right to privacy as an
individual’s right to control “to what extent his thoughts
sentiments, and emotions shall be communicated to others.”"
The origin of the “property-based” concept of privacy extends
from the influence of Prosser’s classification of privacy as four
distinct torts.

5133

129. Id.

130. Schnaitman, supra note 18, at 183.

131. See, e.g., Gail Lasprogata et al., Regulation of Electronic Employee
Monitoring: Identifying Fundamental Principles of Employee Privacy Through
a Comparative Study of Data Privacy Legislation in the European Union,
United States and Canada, 2004 STAN. TECH. L. REV. 4, 28 (2004); Rustad &
Paulsson, supra note 123, at 833.

132. Lasprogata et al., supra note 131, at 28.

133. Warren & Brandeis, supra note 2, at 198.
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By converting the foundations of privacy into torts, Prosser
stripped the right of its inherently human nature. In 1964, Edward
J. Bloustein published an article criticizing Prosser’s theories,
which remains pertinent in contesting the “property-based”
approach. Bloustein asserts that Prosser changed privacy from a
spiritual value to a material one,** ultimately concluding that
Prosser’s approach to privacy is backwards. Prosser views the
“wrong” in invading privacy as the infliction of mental distress or
infringement upon the value of one’s name and reputation.'”> But,
Bloustein argues that invasions of privacy are “wrong” because
they violate man’s mentality, individuality, and personal dignity."*°

Even Warren and Brandeis expressed that “it is difficult to
regard the ri%ht as one of property”'®’ but rather a “right to one’s
personality.”™® Expressions of opinions, ideas, love, anger, or
animosity between individuals are not things that should be
measured in property values. Society can measure the effects of
privacy invasions in monetary increments, but that is as far as it
should go. The right to privacy is not pecuniary but connected to
an individual’s dignity, personality, and control over his own life.
Privacy rights are not bargaining chips; therefore, lawmakers need
to redefine their understanding of privacy and adjust the laws to
protect privacy, not as property, but as a right to dignity.

IV. PROPOSAL: LEGAL ADVICE FROM ACROSS THE POND, THE
DATA PROTECTION ACT IN FAVOR OF THE ELECTRONIC
COMMUNICATIONS PRIVACY ACT

It is to secure our rights that we resort to government at all.
—Thomas Jefferson'®
The United States needs to reconstruct the law that currently
regulates privacy in electronic communications. This redrafting of
the law will be a difficult task and will have monumental effects
both nationally and internationally. However, the task can be
simplified if lawmakers use international bodies of law as
prototypes. While the U.S.’s attitude towards this issue has been
legally stagnant for the last twenty years, the nations of the

134. Bloustein, supra note 6, at 971.

135. Id. at 965.

136. Id at 971, 973.

137. Warren & Brandeis, supra note 2, at 200.

138. Id. at207.

139. Thomas Jefferson on Politics & Government, http://etext.virginia.edu/
jefferson/quotations/jeff0150.htm (last visited Feb. 13, 2007).
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European Union'*’ have confronted electronic communication
privacy and developed clear and comprehensive protections.

This comment proposes that the United States examine the
steps that the United Kingdom has taken in this area and adopt
legislation that mirrors its laws. The UK’s Data Protection Act has
provisions that are best tailored to respond to corporate/privacy
conflicts—the law is modern, unambiguous, concise, and it is
grounded in the correct notions of privacy.

A. Foundations of the Data Protection Act

The European Union addressed the conflict between the
Internet and individual privacy and devised a solution that is the
polar opposite of the U.S. approach—the major difference being
that the EU’s primary emphasis is upon the individual. The
Preamble of the EU’s Charter of Fundamental Rights states that the
“Union is founded on the indivisible, universal values of human
dignity . . . [and that] it places the individual at the heart of its
activities.”"*!

This Charter of Fundamental Rights outlines the rights and
freedoms that the individual member states must respect in order to
retain their membership in the European Union.'** Each member
state controls the drafting and enforcement of its laws limited only
in that they must comply with the recognized fundamental rights.
Of the fifty-four major rights and freedoms outlined by the Charter
of Fundamental Rights, four are integral in developing the EU’s
legal scheme for protecting electronic communications: (1) Article

140. “The European Union (EU) is a family of democratic European
countries that work together to promote peace and prosperity. It is not a State
intended to replace the existing European States, but is more than an
organization for international cooperation. The EU is, in fact, unique. Its
member states have established common institutions and delegate portions of
their sovereignty to those institutions so that matters of joint interest can be
resolved at a European level.” Europa, Panorama of the European Union,
http://europa.eu.int/abc/panorama/index_en.htm (last visited Feb. 14, 2007).
The EU fosters cooperation among the peoples of Europe, promotes unity, and
protects shared values of democracy, freedom, and social justice. Id.

The EU was established to ensure that the killing and destruction of the
Second World War would never happen again. /d. Initially, it was made up of
only six nations focusing primarily on trade and economic interests. Id. Today,
the EU has twenty-five member states, encompasses 450 million people, and
deals with a broad spectrum of issues that are important to each member state.
Id.

141. Charter of Fundamental Rights of the European Union, 2000/C 364/01,
364/8 (Dec. 18, 2000).

142. Id
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1 firmly states that “human dignity is inviolable”;'** (2) Article 3
grants individuals a right to their physical and mental integrity;'**
(3) Article 7 grants 1nd1v1duals privacy rights in their life, home
and communications;'* and (4) Article 8 grants individuals a right
to the protection of personal data, which must be processed fairly,
with consent of the person concerned and for some legitimate
basis.

Guided by the individual-based nghts above the European
Parliament'*’ " issued Directive 95/46/EC'*® outlmmg the EU’s
position on the protection of the individual concernin ng the
processing of personal data and the movement of that data.’
directives are designed to establish specific objectives that the laws
of the member states must facilitate. Member states satisfy the
directives by designinsg laws that ensure the objectives are reached
within their borders.'”® The objective of Directive 95/46/EC is to
strengthen the protections to a person’s “fundamental rights and
freedoms, notably the right to privacy,” in regard to the processing
of personal data.

B. The Data Protection Act'>

The Data Protection Act of 1998'** gives EU Directive
95/46/EC legal effect inside the United Kingdom. Abiding by the

143. Id. at 364/9.

144, Id

145. Id. at 364/10.

146. Id.

147. The European Parliament is elected every five years by the people of
Europe to represent their interests and is made up of 785 members from all
twenty-seven EU countries. The European Parliament’s main function is to pass
European laws, a role it shares with the Council of the European Union and the
European Commission. Parliament also shares joint responsibility for approving
the EU’s annual budget. The Parliament elects the European Ombudsman, who
investigates citizens’ complaints regarding maladministration by the EU
institutions. See Europa, Panorama of the European Union, http://europa.eu.int/
abc/panorama/index_en.htm (last visited Feb. 14, 2007) for more information on
the organization and institutions of the European Union, including the European
Parliament.

148. Council Directive 95/46, 1995 O.J. (L 281) (EU).

149. Directive 95/46/EC can be found at http://www.cdt.org/privacy/
eudirective/EU_Directive_.html (last visited Oct. 15, 2005).

150. See Directive  65/46/EC of the European Parliament,
http://en.wikipedia.org/wiki/European_Union_directive (last visited Feb. 15,
2007) for additional information on EU directives.

151. Council Directive 95/46, 1995 O.J. (L 281) Recital 2 (EU).

152. Data Protection Act 1998, c. 29 (Eng.).

153. Id
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Charter of Fundamental Rights and the EU Directive, the UK law
focuses upon the rights of the individual rather than the interests of
another party. The DPA accomplishes this by way of eight Data
Protection Principles. 134 These eight principles work as guidelines
that regulate the type, extent, and form of data processing, as well
as the uses of the processed data. They are as follows:

1. Personal data shall be processed fairly and lawfully
and, in particular, shall not be processed unless—

(a) at least one of the conditions in Schedule 2 is met, and
(b) in the case of sensitive personal data, at least one of the
conditions in Schedule 3 is also met.

2. Personal data shall be obtained only for one or more
specified and lawful purposes, and shall not be further
processed in any manner incompatible with that purpose or
those purposes.

3. Personal data shall be adequate, relevant and not
excessive in relation to the purpose or purposes for which
they are processed.

4. Personal data shall be accurate and, where necessary,
kept up to date.

5. Personal data processed for any purpose or purposes
shall not be kept for longer than is necessary for that
purpose or those purposes.

6. Personal data shall be processed in accordance with the
rights of data subjects under this Act.

7. Appropriate technical and organizational measures shall
be taken against unauthorized or unlawful processing of
personal data and against accidental loss or destruction of,
or damage to, personal data.

8. Personal data shall not be transferred to a country or
territory outside the European Economic Area unless that
country or territory ensures an adequate level of protection
for the rights and freedoms of data subjects in relation  to
the processing of personal data.'>

The DPA refers to those whose data is being processed or
monitored as “data subjects” and labels those controlling the data
processing as ‘““data controllers.” ® For the purposes of the DPA,
the term “data” is applicable to a broad range of situations. In its
broadest sense, it means information processed by automatic

154. Id. at Schedule 1.
155. Id. at Schedule 1, Part I.
156. Id. atPart]l.1.
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equipment or recorded as part of a relevant filing system.'>’ The
relevant filing system refers to a set of mformatxon that specifically
relates to an individual or his criteria.'”® A more specific form of
“data” under the DPA is personal data. Personal data is data
relating to an individual who can be identified from that data.'
The definition of the term also includes any expression of opinion
about the individual and any indication of the intentions of the data
controller.'® A more specific and the most protected form of data
under the DPA is sensitive personal data.'®" This form of data is
defined as data that pertains to racial origins, political opinions,
religious beliefs, membership in a trade union, sexual life, Ehysical
or mental health, and allegation or commission of a crime.

In order to comply with the DPA, a data controller must take
the necessary steps to ensure that processing does not violate any
one of the eight Data Protection Principles. Each individual
principle builds upon the protections afforded under its
predecessors, resulting in an inter-reliant protective framework.

The first principle regulates exactly when electronic processing
can take place. This principle on the whole requires that “data
shall be processed fairly and lawfully.”'®®  Additional DPA
provisions clarify that “fairly” means that the data subject is
supplied with the identity of the data controller, the purpose for the
processing, and any other 1nf0rmat10n that i1s relevant to the
specific circumstances of the processing.'®* The DPA also requires
that, in determmmg faimess, the method of processmg must also
be considered. !

In addition to the obligatory degree of fairness, the first
principle provides two sets of “conditions™ that must be present in
order for processing to take place. The first set of “conditions”
permits processing when any one of the following is present: (1)
the data subject consents; (2) processing is necessary in
performance of a contract; (3) processing is necessary to comply
with a legal obligation; or (4) processing 1s necessary to protect the
vital interests of the data subject.'®® The second set of “conditions”
that permit processing only arise when the data being processed is

157. Id.

158. Id.

159. Id

160. Id.

161. Id.

162. Id

163. Id. at Schedule 1, Part I.1.
164. Id. at Schedule 1 Part 11.2(3).
165. 1d. at Schedule 1, Part IL.1(1).
166. Id. at Schedule 2.1-5.
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“sensitive personal data.”'®’ When processing sensitive personal
data, the first principle requires that a condition from part (a) be
accompanied by the data subject’s explicit consent and that the
prlc:cess}%rgg be necessary for the protection of the data subject or
others.

The DPA also permits processing when a government entity or
an employer obtains a judicial order compelling processing.
Processing is also allowed if the data controller can demonstrate
that there is an urgent legitimate issue.'® While this appears to
operate in the same way as the ECPA’s legitimate business
purpose exception, it is not the same. Application of this condition
is preempted if any unwarranted prejudice to the data subject’s
rights or freedoms occurs.

The second principle limits the range and scope of processing
by allowing processing only for_specified purposes that are
communicated to the data subject.'’’ This works to prevent data
controllers from engaging in continuous or random monitoring.
Principles three through five regulate the quality, duration, and
security of the data legally obtained by the data controller,
primarily ensuring that the data remains accurate and relevant.'

The sixth principle, illustrating the DPA’s emphasis on the
individual, demands that processing be in accordance with the
“rights of the data subject.”'’”” DPA protections grant the
individual a broad range of rights, most importantly, entitlement to
notification from the data controller when data processing is going
to take place and for what purposes.'”* The data subject also has
the right to demand that the data controller prevent or stop
processing that is likely to cause substantial damage or distress to
the data subject or another.'”” A data subject may also prevent a
data controller from making a decision based solely upon the
processed data if that decision significantly affects the data
subject.176 However, this right to contest a data controller’s

167. Id. at Schedule 1, Part I.1. See source cited supra note 152 for a
description of sensitive personal data.

168. Id. at Schedule 3.1-10.

169. Id. at Schedule 2.6.

170. Id.

171. Id. at Schedule 1, Part 1.2 and Schedule 1, Part I1.5.

172. Id at Schedule 1, Part 1.3-5.

173. Id at Schedule 1, Part 1.6.

174. Id. at Part I1.7.

175. Id. at Part I1.10.

176. Id. at Part 11.12(1).
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decision might be exempted if the decision is related to a
contractual obligation.'”’

The seventh principle requires precautionary measures that will
prevent unauthorized processing and damage to the personal data
of any individual.'’”® The final principle prevents transmission of
data into countries whose laws afford fewer protections than those
required by the EU Directive.!” In its current state, the U.S. law is
classified as a country with fewer protections, meaning that
personal data within the United Kingdom_ should be prohibited
from being transmitted to the United States.'®’

C. The Battle of the Acronyms: The DPA v. the ECPA

Juxtaposed against the Electronic Communications Privacy
Act, the Data Protection Act proves to be a better body of law in
every aspect. The terminology, framework, and provisions are
easily applicable to any setting where data processing creates
conflicts between the rights of the individual and a larger entity—
whether that be the government, a third party, or an employer. In a
workplace context, the DPA is better suited to protecting the
privacy interests of the employee while ensuring that the employer
is not stripped of the ability to protect his interests.

The principal difference in the two bodies of law results from
divergent foundational origins. The ECPA is grounded in the
U.S.’s property-based outlook on privacy while the DPA
approaches privacy as a component of human dignity. These
contrasting tenets create legal schemes that protect completely
different entities: the employer under the ECPA and the individual
under the DPA. As aforementioned,'®' the U.S.’s property-based
approach needs to be replaced by a concept centered upon the
individual. What better way to accomplish this than to enact law
that is rogted in “plac[ing] the individual at the heart of its
activities”'®? and grants the individual legal rights that can be
asserted to protect his privacy?'®

177. Id. at Part 11.12(6), (7).

178. Id. at Schedule 1, Part 1.7.

179. Id. at Schedule 1, Part 1.8.

180. See EU and U.S. “Safe Harbor” Plan, http://www.export.gov/
safeharbor/.html, for more information on the prohibition of data transfers from
the European Union to the United States. This subject is complicated and its
scope extends beyond the focus of this comment.

181. See infra Part I1.B for discussion of notions and concepts of privacy.

182. Charter of Fundamental Rights of the European Union, 2000/C 364/01,
364/8 (Dec. 18, 2000).

183. See generally Data Protection Act 1998, c. 29, Part I, §§ 7-15 (Eng.).
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The principal flaw of the ECPA is a dual construction that
provides, at best, piecemeal protection and is largely known by
courts as complex and convoluted.'®® Alternatively, the DPA is
comprehensive, clear, and easily applied to the circumstances it
was designed to regulate. Under the ECPA, a party has to worry
about what is or is not an electronic communication, whether it is
being transmitted or stored, and then determine if any of the
exceptions apply to the situation. Under the DPA, parties only
have to determine if “data” is being processed and then apply that
processing to the structure of the eight Data Protection Principles.
Additionally, the DPA’s “data subject” and “data controller” are
more efficient and clear characterizations of the possible parties
involved.

In regard to protecting the individual, there is almost no
comparison. At the most basic level, the ECPA fails to refer to
privacy or the rights of the individual, while the DPA constantly
mentions and focuses on privacy throughout the body of law. The
DPA also requires compliance with eight principles that are
collectively geared to protecting the rights and freedoms of the
data subject. Given the restrictive effect of the statutory
exceptions, the ECPA’s protections rarely extend to the individual.
In the workplace, the exceptions cause the ECPA to be ineffective
in protecting the employee, while the DPA grants rights to the data
subject that can be used to combat invasive employer
monitoring—the most progressive right being the ability to
challenge a data controller’s decision made pursuant to the
processing. The provision even refers to a data subject’s
“performance at work” as one of the challengeable “decisions.””!

The two main benefits under the DPA that are non-existent
under the ECPA are: (1) the notice requirement; and (2) increased
protections for “sensitive personal data.”'® Expecting notice prior
to processing is a small investment that provides a huge return in
employee privacy. Notification also fairly balances and represents
the interests of employer and employee alike. Notifying the
employee removes a substantial portion of the invasive nature of
secretive monitoring, which generates the most privacy concerns.
Furthermore, notification does not impose a substantial burden on

184. See, e.g., United States v. Councilman, 418 F.3d 67 (1st Cir. 2005);
United States v. Smith, 155 F.3d 1051 (9th Cir. 1998); Steve Jackson Games,
Inc. v. United States Secret Service, 816 F. Supp. 432 (W.D. Tex. 1993).

185. Data Protection Act 1998, c. 29, Part 11.12(1) (Eng.).

186. Id. atPartl.l.
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employers nor does it diminish their ability to protect themselves,
their business, and their facilities.

Heightened requisite protections for sensitive personal data are
ideal for protecting the privacy of the individual—primarily
because this type of information will most likely be the “thoughts,
sentiments, and emotions” that Warren and Brandeis endeavored to
protect.187 Additionally, this distinction between types of data
further reconciles the privacy interests of the employee with the
interests of the employer. Increasing protections for data likely to
involve personal privacy concerns of the employee does not rob
employers of their ability to protect interests of a more direct
business nature.

Another benefit of adopting similar DPA legislation is that the
United States will no longer be concerned with the European
Union ban on transmitting data into countries whose protection
schemes are found to be inadequate.'® Lagging behind the
European Union in this domain erects needless obstacles that
interfere with international commerce and relationships.
Additionally, it is irresponsible for the United States to continue to
allow laws enacted in 1986 to regulate 2007 technology. A body
of law drafted only nine years ago is able to respond and adapt to
changes in modern technology in ways that a twenty-year-old law
could never envision.

The DPA is founded upon the correct notions of privacy and
the provisions have a superior structure, are unambiguous, and
more conducive to the protection of the rights of the individual.
Thomas Jefferson believed that the people revert to government in
order to secure their rights,'® thus, the United States needs to
adopt a body of law that adequately protects its citizens’ rights.
The United States needs to look no further than the European
Union and the United Kingdom for a model of what steps to take.

187. Warren & Brandeis, supra note 2, at 195.

188. Council Directive 95/46, 1995 O.J. (L 281) Ch. 4, art. 25, Principles 1-6
(EU). Article 25(1) states that “Member States shall provide that the transfer to
a third country of personal data . . . may take place only if . . . the third country
in question ensures an adequate level of protection.” Id. Under the Data
Protection Act, this portion of the EU Directive is complied with through the
eighth Data Protection Principle: “Personal data shall not be transferred to a
country or territory outside the European Economic Area unless that country or
territory ensures an adequate level of protection for the rights and freedoms of
data subjects in relation to the processing of personal data.” Data Protection Act
1998, c. 29, Schedule 1, Part I (Eng.). See also EU and U.S. “Safe Harbor”
Plan, http://www.export.gov/safeharbor/html, for an informal explanation of the
ban and its effects upon the United States, including certain steps taken to create
methods for data exchange between the European Union and the United States

189. See source cited supra note 130 and accompanying text.
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The Data Protection Act protects the rights and freedoms of the
individual, and the United States should enact legislation which
emulates that specific body of law.

V. CONCLUSION

The technology of the Internet and e-mail has drastically
reshaped the concept of privacy that began over a century ago.
Allegedly, the right to privacy was recognized to better protect the
rights of the individual in light of social and economic demands.'*’
Regrettably, legislators seem to have forgotten this fact when
regulating the employee/employer relationship as it relates to e-mail.
Workplace privacy, under existing legal privacy protections, is a
quintessential misnomer. From tort law to federal law to state law,
an employer is permitted to indiscriminately monitor employee e-
mail use without regard to employee privacy.

Warren and Brandeis singled out “recent inventions and
business methods” as threats to individual autonomy that warranted
a specific recognition of the right to privacy.'””! Today, e-mail and
workplace monitoring have developed into urgent individual privacy
threats, but, to date, have been largely ignored. The law in effect
distinctly favors the employer while ignoring the employee’s right
to privacy; therefore, steps need to be taken in order to keep an
individual’s right to privacy intact. The best venue for protecting
privacy in the electronic workplace is through federal legislation. At
present, the twenty-year-old federal legislation is antiquated, inept,
and confusing; thus, an ideal setting for development exists.

The “next step” °? in protecting the rights of the individual is for
the United States to abandon the federal Electronic Communications
Privacy Act and enact legislation modeled after the UK’s Data
Protection Act. For the past twenty years, privacy protections
within the United States have remained stationary while the
European Union and the United Kingdom have transformed and
modernized their approaches. Congress must take action; protecting
the rights of individuals is a progressive endeavor that must keep
pace with the times.

Ray Lewis ’

190. Warren & Brandeis, supra note 2, at 193.
191. Id. at 195.
192. Id
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Professor John M. Church for his comments, editing, and guidance during the
writing and production of this comment.






